N licitatie-publica.ro

Solutie Web Application Firewall - F5-BIG-ASM-VE-3G

[.D.: 52419829
Data 08.12.20 Coduri CPV 48730000-4
publicarii
Pretul 101.780,00 RON -101.780,00 RON
estimativ:
Descriere: server virtual(licenta pentru un appliance virtual) Throughput: 3 Gbps Suport Level 1-3

Premium Service (24x7) pentru 1 an Protectie Brute Force Validare protocol HTTP
Restrictionare selectiva pentru metode HTTP Protectie Behavioral denial-of-service (DoS)
Protectie impotriva L7 DoS and DDoS: HASH DoS, Slowloris, floods, Keep-Dead, XML bomb
iApps pentru templaturi de politici Preventie Web scraping Preventie OWASP Top 10 Detectie
si protectie automata impotriva sistemeor de tip bot(trusted/untrusted/bad/unknown)
Protectie avansata impotriva amenintarilor de tipul: Web injections, data leakage, session
hijacking, HTTP attacks, buffer overflows, shellshock Dataguard XML Firewall Blocare in
functie de Geolocation SSL termination cu re-encryption Suport pentru certificat pe partea
de client Verificare raspuns servere de aplicatie Hypervizoare suportate: VMware, Microsoft
Hyper-V User tracking prin utilizarea form-based user authentication Rate shaping avansat
si QoS Filtrare dupa IP port Scor Violation risk Rapoarte si grafice customizabile Monitorizare
stare(CPU, Memorie, Sesiuni) WAF Compliance PCI-DSS, HIPAA, SOX Integrare iRules si fast
cache Raportare SNMP, Syslog Compresie si Caching Criptare si decriptare Web service
Detectie Device-ID si finger printing Actualizari semnaturi namual sau automat Protectie
WebSocket Suport ICAP Suport pentru "Virtual patching" Integrare DAST HP Weblnspect, IBM
AppScan, Qualys, Quotium Seeker, Trustwave App Scanner



